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Trend Micro™ Worry-Free™ 

Enhancing Microsoft 365 Security with  
XDR & Cloud App Security (CAS) 

 

Worry-Free XDR featuring CAS significantly enhances the security of Microsoft 365 ensuring customers receive 
extensive protection against diverse cyber threats while safeguarding their data and critical assets.

Get protection beyond the endpoint 
Worry-Free XDR provides multi-layered protection that covers various attack 
vectors, including email, web, endpoints, and cloud applications like Office 
365. This comprehensive approach helps defend against sophisticated attacks 
that target different parts of the IT infrastructure.  

 

Advanced email security & smarter protection 
Email remains one of the primary attack vectors for cybercriminals, and 
securing email communications is critical for protecting users and 
organizations. Trend Micro offers advanced email security solutions that 
provide protection against spam, phishing, credential stealing, business email 
compromise (BEC), and other email-based threats, augmenting the security of 
Office 365's native email protection features.  

Prevent data breaches and protect sensitive data 
Worry-Free XDR includes customizable Data Loss Prevention (DLP) capabilities 
that complement Office 365's native features that help monitor and protect 
sensitive data across email, endpoints, and cloud environments, reducing the 
risk of data breaches and compliance violations. 

 

Optimized for Microsoft 365 
Leverage CAS advanced inbound and 
outbound protection for both known and 
emerging email threats. 
 

 Protects Microsoft Office 365 
email and Gmail, along with other 
cloud filesharing and 
collaboration services 

 Detects ransomware and other 
malware hidden in Microsoft 365 
file formats or PDF documents 

 Identifies BEC attacks using 
artificial intelligence 

 Protects internal email and allows 
ondemand retro-scanning for 
mailboxes 

 Gives visibility into sensitive data 
use with cloud file-sharing 
services 

 Preserves all user functionality on 
any device with simple API 
integration. 

 
Start protecting your customers 
with Worry-Free XDR  

 
Actively protects: 
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Microsoft 365 customers see value with Trend Micro 
Since Office 365 is widely used for email communication, it's a prime target 
for phishing attacks. Attackers may attempt to trick users into revealing 
their credentials or sensitive information through fraudulent emails or 
websites. 

Trend Micro adds more value to current Microsoft 365 customers by 
providing additional detections after Microsoft’s standard email protection. 
Trend Micro has also successfully pinpointed further instances of malware, 
phishing attempts, BEC, and high-risk email threats that may have evaded 
Microsoft 365 Advanced Threat Protection (ATP). 

 
"Always On” protection against Zero-Day and insider threats  
Trend Micro's cybersecurity solutions include proactive technologies 
designed to detect and mitigate zero-day threats that exploit previously 
unknown vulnerabilities. These solutions can identify suspicious behavior 
and anomalous activities indicative of zero-day attacks, helping to prevent 
them before they can cause harm. 
 
Continuous threat intelligence updates  
Trend Micro continuously updates its threat intelligence databases with 
the latest information on emerging cyber threats and attack techniques. By 
leveraging this threat intelligence, organizations can stay ahead of 
evolving threats and ensure that their Office 365 environment remains 
protected against new and emerging security risks. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Get advanced visibility, control, 
and protection 
Worry-Free™ XDR goes beyond 
endpoint security, ensuring 
continuous protection of your client's 
sensitive information and assets. It 
safeguards against potential breaches 
across multiple attack surfaces, 
including endpoints, mobile devices, 
email, cloud applications, and 
browsers. 

Worry-Free XDR empowers you to: 

 Correlate data automatically 
across email and endpoint in one 
console 

 Automate detection, sweeping, 
hunting, and root cause analysis 

 Scan emails before they arrive in 
inboxes 

 Leverage advanced threat 
detection through cloud 
sandboxing 

 Employ expanded detection, 
investigation, and response 
capabilities 

 
Organizations with XDR: 
 
Are better protected 
Suffered half as many successful 
attacks over the last 12 months. 
 
Detect quicker 
65% of organization with high XDR 
alignment report dwell times of a few 
days or less. 
 
Respond faster 
58% of organization with high XDR 
alignment detect and respond to 
threats earlier. 
 
 

Keep your information secure & 
reputation safe 
Prevent cybercriminals from exploiting 
ransomware, phishing, malware 
attacks, and other forms of digital 
threats found in emails. 
 

The protection you need to have 
peace of mind. 
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Real 2022 detection numbers from sample Cloud App Security Customers 
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Features Co-Managed XDR Worry-Free XDR Worry-Free EDR Worry-Free 
Services 

ENDPOINT SECURITY 

Windows and macOS support • • • • 

Anti-malware and behavior analysis • • • • 

Predictive and runtime machine learning • • • • 

Vulnerability protection/virtual patching • • • • 

Full disk encryption • • • • 

Application control • • • • 

Integrated endpoint DLP • • • • 

Device control • • • • 

WEB SECURITY 

Web reputation and URL filtering • • • • 

MOBILE SECURITY AND MANAGEMENT 

iOS and Android support • • • • 

EMAIL AND COLLABORATION SECURITY 

Cloud email gateway with DLP • •   

API-based Microsoft 365/G Suite protection • •   

Cloud sandboxing • •   

BEC and credential phishing protection • •   

File password extraction • •   

Log search window 60 days 60 days   

Message size limit 150 MB 150 MB   

Email continuity • •   

Box & Dropbox protection • •   

EXTENDED DETECTION AND RESPONSE (XDR) 

Correlates data automatically across email 
and endpoint in one console • • Endpoint Only 

 

Automated detection, sweeping, hunting, 
and root cause analysis • • 

•  

Advanced threat detection through cloud 
sandboxing • • 

•  

Cross-customer detection, investigation, 
and response. (For MSPs only: Do it yourself 
through Trend Micro™ Remote Manager) 

 
• 

 
• 

 
• 

 

MANAGED DETECTION AND RESPONSE (MDR) 

Detection: 24/7 critical alerting and 
monitoring, IoC sweeping • 

   

Investigation: Incident investigation, 
root-cause analysis • 

   

Investigation: Cross-customer analysis 
for your customer base • 

   

Response: Recommendations or 
authorized actions, monthly report • 
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