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Why upgrade to Trend Micro™ Worry-Free™ XDR 

Advanced visibility, control, and protection

Using the most advanced defense techniques, our detection and response capabilities 
allows you to respond to threats cross-product, cross-customer, and cross-partner 
environments. 

Worry-Free XDR empowers you to:

•	 Correlate data automatically across email and endpoint in one console

•	 Automate detection, sweeping, hunting, and root cause analysis

•	 Scan emails before they arrive in inboxes

•	 Leverage advanced threat detection through cloud sandboxing

•	 Employ expanded detection, investigation, and response capabilities

Faster response and recovery 

Better insight into threats and visibility into more of the attack surface lets customers 
identify the source of a problem, stop breaches, and limit exposure. Stay up-to-date 
with the latest threat protection with no downloads or manual updates necessary.

Keep your customer’s information and reputation safe 

Prevent cybercriminals from exploiting ransomware, phishing, malware attacks, and 
other forms of digital threats found in emails. 

Need Managed Support?

Let us help you bridge cybersecurity skill and knowledge gaps

•	 Detection: 24/7 critical alerting and monitoring, and IoC sweeping

•	 Investigation: Incident investigation, root-cause analysis

•	 Investigation: Cross-customer analysis for your customer base

•	 Response: Recommendations or authorized actions, incident response plan, and 
monthly reports

Get started with XDR NFR (not-for-resale) at no cost

It’s as easy as 1-2-3:

1.	 Log into your Licensing Management Platform. 

2.	 Create new Service Plan. Select “Worry-Free XDR” and label this plan 
“Internal Keys.” 

3.	 Check box “Assign as NFR.” (This will allow you to deploy up to five 
licenses for free. You will never be charged for these licenses and will 
never have to renew).

Cybersecurity protection for:

•	 Endpoints

•	 Servers

•	 Email

Organizations with XDR1:

Are better protected

Suffered half as many successful 
attacks over the last 12 months

Detect quicker

65% of organization with high XDR 
alignment report dwell times of a few 
days or less

Respond completely

58% of organization with high XDR 
alignment detect and respond to 
threats earlier

Advanced Security Protection with  
Trend Micro™ Worry-Free™

Your customer is at risk of a security breach. Discover, assess, and mitigate risk and defend against 
complex cyberattacks before it hits their inbox.

1 Source: The XDR Payoff: Better Security Posture, ESG Research, 
Jan. 2023

in 2022 Gartner Magic 

Quadrant for Endpoint 

Protection Platforms 
A LEADER

We do the hard work; you get  
peace of mind

24/7 MSP Technical Support:  

1-877-578-7363 

https://resources.trendmicro.com/rs/945-CXD-062/images/ESG-Research-Insights-Trend-Micro-XDR-Jan-2023.pdf
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Features Co-Managed XDR Worry-Free XDR Worry-Free EDR Worry-Free 
Services

ENDPOINT SECURITY

Windows and macOS support • • • •

Anti-malware and behavior analysis • • • •

Predictive and runtime machine learning • • • •

Vulnerability protection/virtual patching • • • •

Full disk encryption • • • •

Application control • • • •

Integrated endpoint DLP • • • •

Device control • • • •

WEB SECURITY

Web reputation and URL filtering • • • •

MOBILE SECURITY AND MANAGEMENT

iOS and Android support • • • •

EMAIL AND COLLABORATION SECURITY

Cloud email gateway with DLP • •

API-based Microsoft 365/G Suite protection • •

Cloud sandboxing • •

BEC and credential phishing protection • •

File password extraction • •

Log search window 60 days 60 days

Message size limit 150 MB 150 MB

Email continuity • •

Box & Dropbox protection • •

EXTENDED DETECTION AND RESPONSE (XDR)

Correlates data automatically across email  
and endpoint in one console • • Endpoint Only

Automated detection, sweeping, hunting,  
and root cause analysis • • •

Advanced threat detection through cloud 
sandboxing • • •

Cross-customer detection, investigation,  
and response. (For MSPs only: Do it yourself 

through Trend Micro™ Remote Manager)
• • •

MANAGED DETECTION AND RESPONSE (MDR)

Detection: 24/7 critical alerting and  
monitoring, IoC sweeping •

Investigation: Incident investigation,  
root-cause analysis •

Investigation: Cross-customer analysis  
for your customer base •

Response: Recommendations or  
authorized actions, monthly report •


